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1. Aims and Rationale
Our school aims to:
¢ Have robust processes in place to ensure the online safety of pupils, staff, volunteers and governors.

¢ Deliver an effective approach to online safety, which empowers us to protect and educate the whole school
community in its use of technology.

e Establish clear mechanisms to identify, intervene and escalate an incident, where appropriate.

New technologies have become integral to the lives of children and young people in today’s society, both within
schools and in their lives outside school, especially with the recent need for home learning. The internet and other
digital and information technologies are powerful tools, which open up new opportunities for everyone. Electronic
communication helps teachers and pupils learn from each other. These technologies can stimulate discussion,
promote creativity and increase awareness of context to promote effective learning. Children and young people
should have an entitlement to safe internet access at all times.

The requirement to ensure that children and young people are able to use the internet and related communications
technologies appropriately and safely is addressed as part of the wider duty of care to which all who work in schools
are bound. The school online safety policy should help to ensure safe and appropriate use.

The use of these exciting and innovative tools in school and at home has been shown to raise educational standards
and promote pupil achievement. However, the use of these new technologies can put young people at risk within
and outside the school. Some of the dangers they may face include:

- Access to illegal, harmful or inappropriate images or other content.

- Unauthorised access to / loss of / sharing of personal information.

- The risk of being subject to grooming by those with whom they make contact on the internet.
- The sharing / distribution of personal images without an individual’s consent or knowledge.

- Inappropriate communication / contact with others, including strangers.

- Cyber-bullying.

- Access to unsuitable video / internet games.

- An inability to evaluate the quality, accuracy and relevance of information on the internet.

- Plagiarism and copyright infringement.

- lllegal downloading of music or video files.

- The potential for excessive use which may impact on the social and emotional development and
learning of the young person.

Many of these risks reflect situations in the off-line world and it is essential that this online safety policy is used in
conjunction with other school policies (e.g. behaviour, anti-bullying and child protection policies).

As with all other risks, it is impossible to eliminate those risks completely. It is therefore essential, through good
educational provision to build pupils’ resilience to the risks to which they may be exposed, so that they have the
confidence and skills to face and deal with these risks.

The school must demonstrate that it has provided the necessary safeguards to help ensure that they have done
everything that could reasonably be expected of them to manage and reduce these risks. The online safety policy
that follows explains how we intend to do this, while also addressing wider educational issues in order to help young
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people (and their parents / carers) to be responsible users and stay safe while using the internet and other
communications technologies for educational, personal and recreational use.

2. Legislation and guidance

This policy is based on the Department for Education’s (DfE’s) statutory safeguarding guidance, Keeping
Children Safe in Education, and its advice for schools on:

* Teaching online safety in schools

¢ Preventing and tackling bullying

¢ Cyber-bullying: advice for Headteacher and school staff

It also refers to the DfE’s guidance on protecting children from radicalisation.

It reflects existing legislation, including but not limited to the Education Act 1996 (as amended), the Education and
Inspections Act 2006 and the Equality Act 2010. In addition, it reflects the Education Act 2011, which has given
teachers stronger powers to tackle cyber-bullying by, if necessary, searching for and deleting inappropriate images
or files on pupils’ electronic devices where they believe there is a ‘good reason’ to do so.

The policy also takes into account the National Curriculum computing programmes of study.

3. Roles and responsibilities
3.1 The Governing Board

The local governing board has overall responsibility for monitoring this policy and holding the Headteacher to
account for its implementation.

The local governing board will receive regular information including incidents and will monitor online safety logs as
provided by the Designated Safeguarding Lead (DSL).

All governors will:
¢ Ensure that they have read and understand this policy.

¢ Adhere to the terms on acceptable use of the school’s ICT systems and the internet (appendix 3).

3.2 The Headteacher

The Headteacher is responsible for ensuring that staff understand this policy, and that it is being implemented
consistently throughout the school. The Headteacher is responsible for ensuring the safety (including online safety)
of members of the school community, though certain day-to-day responsibilities for online safety will be delegated
to the Designated Safeguarding Leader (DSL), Computing Online Safety Leader and, Computing and Online Safety
support staff and ICT Technician.

The Headteacher is responsible for ensuring that the DSL, Computing Online Safety Leader and ICT
technician and other relevant staff receive suitable CPD to enable them to carry out their online safety roles and to
train other colleagues, as relevant.

3.3 The Designated Safeguarding Lead (DSL)

Details of the school’s designated safeguarding leaders (DSL) are set out in our safeguarding policy.



The DSL takes lead responsibility for online safety in school, in particular:

¢ Supporting the Headteacher in ensuring that staff understand this policy and that it is being
implemented consistently throughout the school.

* Working with the Headteacher, ICT manager and other staff, as necessary, to address any online
safety issues or incidents.

¢ Ensuring that any online safety incidents are logged (using CPOMS) and dealt with appropriately in
line with this policy.

¢ Ensuring that any incidents of cyber-bullying are logged (using CPOMS) and dealt with appropriately in line with
the school behaviour policy.

¢ Updating and delivering staff training on online safety.

* Liaising with other agencies and/or external services if necessary.

 Providing regular reports on online safety in school to the Headteacher and/or governing body.

3.4 The Computing Online Safety Leader

The computing online safety leader is responsible for:

¢ Putting in place appropriate filtering and monitoring systems with the ICT Technician, which are
updated on a regular basis and keep pupils safe from potentially harmful and inappropriate content
and contact online while at school, including terrorist and extremist material.

e Work with the ICT technician to ensure that the school’s ICT systems are secure and protected
against viruses and malware, and that such safety mechanisms are updated regularly.

¢ Ensure use of SWGfL to ensure blocking access to potentially dangerous sites and, where possible,
preventing the downloading of potentially dangerous files. Ensuring that any online safety incidents
are logged (using CPOMS) and dealt with appropriately in line with this policy.

¢ Ensuring that any incidents of online safety (using CPOMS) and dealt with appropriately in line with
the school behaviour policy.

¢ Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school
behaviour policy

* Take the day-to-day responsibility for online safety issues and reviews and they monitor this policy,
regularly updating the policy to meet the school’s needs.

¢ Provide appropriate training and advice for staff.

¢ Regularly inform the Headteacher, the DSL, ICT technician and governors of online safety incidents.

This list is not intended to be exhaustive

3.5 The ICT Technician

The ICT Technician is responsible for ensuring:



¢ That the school’s ICT infrastructure is secure and is not open to misuse or malicious attack.

¢ That the school meets the online safety technical requirements outlined in the SWGfL Security Policy and
Acceptable Usage Policy and any relevant Local Authority/LSP Online safety Policy and

guidance.

¢ Ensuring that the school’s ICT systems are secure and protected against viruses and malware, and
that such safety mechanisms are updated regularly

¢ That users may only access the school’s networks with properly enforced password protection, in
which passwords are regularly changed.

e SWGfL is informed of issues relating to the filtering applied by them.

* They keep up to date with online safety technical information in order to effectively carry out their
online safety role and to inform and update others as relevant.

¢ That the use of the network / remote access / email is regularly monitored in order that any misuse or attempted
misuse can be reported to the Online Safety Lead/ Headteacher for investigation.

¢ That monitoring software / systems are implemented and updated as agreed in school policies.

3.6 All staff and volunteers

All staff, including contractors and agency staff, and volunteers are responsible for:

¢ Maintaining an understanding of this policy.

¢ Implementing this policy consistently.

¢ Agreeing and adhering to the terms on acceptable use of the school’s ICT systems and the internet,
and ensuring that pupils follow the school’s terms on acceptable use.

* Working with the DSL to ensure that any online safety incidents are logged (using CPOMS) and dealt with
appropriately in line with this policy

¢ Ensuring that any incidents of cyber-bullying are dealt with appropriately in line with the school
behaviour policy and logged (using CPOMS).

¢ Ensuring online safety issues are embedded in all aspects of the curriculum and other school
activities.

¢ Ensuring pupils understand and follow the school online safety and acceptable use policy.

¢ Ensuring pupils have a good understanding of research skills and the need to avoid plagiarism and
uphold copyright regulations.

¢ They are aware of online safety issues related to the use of mobile phones, cameras and hand held
devices and that they monitor their use and implement current school policies with regard to these
devices.

¢ In lessons, where internet use is pre-planned students / pupils should be guided to sites checked as

suitable for their use and that processes are in place for dealing with any unsuitable material that is



found in internet searches.

3.7 Parents/Carers

Parents / Carers play a crucial role in ensuring that their children understand the need to use the internet / mobile
devices in an appropriate way. Research shows that many parents and carers do not fully understand the issues and
are less experienced in the use of ICT than their children. The school will therefore take every opportunity to help
parents understand these issues through parents’ evenings, newsletters, letters, website and information about
national / local online safety campaigns / literature.

Parents are expected to:
* Notify a member of staff or the Headteacher of any concerns or queries regarding this policy.

¢ If parents have any queries or concerns in relation to online safety, these should be raised in the first instance with
the Headteacher and/or the DSL and recorded on CPOMS.

Concerns or queries about this policy can be raised with any member of staff or the Headteacher.

3.8 Pupils

¢ Pupils are expected to follow the school rules of ‘Ready, Respectful, Safe’ at all times when learning at school or at
home.

* Pupils are responsible for using the school ICT systems in accordance with the Pupil Acceptable
Use expectations when learning at school and at home.

¢ Pupils should have a good understanding of research skills and the need to avoid plagiarism and
uphold copyright regulations.

¢ Pupils need to understand the importance of reporting abuse, misuse or access to inappropriate
materials and know how to do so.

¢ Pupils will be expected to follow the Acceptable Users Policy on the use of mobile phones, digital
cameras and hand held devices. They should also know and understand school policies on the taking
/ use of images and on cyber-bullying.

¢ Pupils should understand the importance of adopting good online safety practice when using digital technologies
out of school and realise that the school’s Online Safety Policy covers their actions out of school, if related to their
membership of the school.

¢ Through the teaching of the school’s Computing curriculum and PSHE curriculum, pupils will be taught the
importance of online safety.

3.9 Visitors and members of the community

Visitors and members of the community who use the school’s ICT systems or internet will be made aware of this
policy, when relevant, and expected to read and follow it. If appropriate, they will be expected to adhere to the
terms on acceptable use (appendix 3).



4. Educating pupils about online safety
4.1 The curriculum

Whilst regulation and technical solutions are very important, their use must be balanced by educating to take a
responsible approach. The education of pupils in online safety is therefore an essential part of the school’s online
safety provision. Children and young people need the help and support of the school to recognise and avoid online
safety risks and build their resilience.

Pupils will be taught about online safety as part of the curriculum.
In Key Stage 1, pupils will be taught to:
¢ Use technology safely and respectfully, keeping personal information private.

¢ |dentify where to go for help and support when they have concerns about content or contact on the internet or
other online technologies.

Pupils in Key Stage 2 will be taught to:
¢ Use technology safely, respectfully and responsibly.
¢ Recognise acceptable and unacceptable behaviour.

¢ |dentify a range of ways to report concerns about content and contact.
By the end of primary school, pupils will know:

¢ That people sometimes behave differently online, including by pretending to be someone they are not
¢ That the same principles apply to online relationships as to face-to-face relationships, including the
importance of respect for others online including when we are anonymous

¢ The rules and principles for keeping safe online, how to recognise risks, harmful content and contact, and how to
report them

The school will use resources from National Online Safety to deliver a comprehensive and progressive scheme from
Reception to Year 6. See Appendix for the focus of lessons for each term.

Online safety, including the safe use of social media and the internet, will also be covered in other subjects where
relevant including PSHE and class assemblies. The profile of online safety will also be raised through online safety
day.

The school will use assemblies to raise pupils’ awareness of the dangers that can be encountered online and may
also invite speakers to talk to pupils about this.

Pupils should be helped to understand the need for the pupil engagement and encouraged to adopt safe and
responsible use of ICT, the internet and mobile devices both within and outside school.

Pupils should be taught to acknowledge the source of information used and to respect copyright when using
material accessed on the internet.

5. Educating parents about online safety

The school will raise parents’ awareness of internet safety in letters or other communications home, and in
information via our website. This policy will also be shared with parents.

The school will let parents know:



¢ What systems the school uses to filter and monitor online use

¢ What their children are being asked to do online, including the sites they will be asked to access and who from the
school (if anyone) their child will be interacting with online

If parents have any queries or concerns in relation to online safety, these should be raised in the first instance with
the Headteacher and/or the DSL.

Concerns or queries about this policy can be raised with any member of staff or the Headteacher.

6. Cyber-bullying
6.1 Definition
Cyber-bullying takes place online, such as through social networking sites, messaging apps or gaming sites.

Like other forms of bullying, it is the repetitive, intentional harming of one person or group by another person or
group, where the relationship involves an imbalance of power. See also the school behaviour policy.

6.2 Preventing and addressing cyber-bullying

To help prevent cyber-bullying, we will ensure that pupils understand what it is and what to do if they become aware
of it happening to them or others. We will ensure that pupils know how they can report any incidents and are
encouraged to do so, including where they are a witness rather than the victim.

The school will actively discuss cyber-bullying with pupils, explaining the reasons why it occurs, the forms it may take
and what the consequences can be. Class teachers will discuss cyber-bullying with their classes and the issue will be
addressed in assemblies.

Teaching staff are also encouraged to find opportunities to use aspects of the curriculum to cover

cyberbullying. This includes personal, social, health and economic (PSHE) education, and other subjects where
appropriate.

All staff, governors and volunteers (where appropriate) receive training on cyber-bullying, its impact and ways to
support pupils, as part of safeguarding training.

The school also sends information/newsletters/leaflets on cyber-bullying to parents so that they are aware of the
signs, how to report it and how they can support children who may be affected.

In relation to a specific incident of cyber-bullying, the school will follow the processes set out in the school behaviour
and anti-bullying policies. Where illegal, inappropriate or harmful material has been spread among pupils, the school
will use all reasonable endeavours to ensure the incident is contained.

The DSL will consider whether the incident should be reported to the police if it involves illegal material, and will
work with external services if it is deemed necessary to do so.

6.3 Examining electronic devices

The Headteacher, and any member of staff authorised to do so by the Headteacher, can carry out a search and
confiscate any electronic device that they have reasonable grounds for suspecting:

* Poses a risk to staff or pupils, and/or
¢ |s identified in the school rules as a banned item for which a search can be carried out, and/or

¢ |s evidence in relation to an offence



Before a search, if the authorised staff member is satisfied that they have reasonable grounds for suspecting any of
the above, they will also:

¢ Make an assessment of how urgent the search is, and consider the risk to other pupils and staff. If the search is not
urgent, they will seek advice from the Headteacher/DSL. Explain to the pupil why they are being searched, how the
search will happen, and give them the opportunity to ask questions about it

¢ Seek the pupil’s cooperation

Authorised staff members may examine, and in exceptional circumstances erase, any data or files on an electronic
device that they have confiscated where they believe there is a ‘good reason’ to do so.

When deciding whether there is a ‘good reason’ to examine data or files on an electronic device, the staff member
should reasonably suspect that the device has, or could be used to:

e Cause harm, and/or
¢ Undermine the safe environment of the school or disrupt teaching, and/or
e Commit an offence

If inappropriate material is found on the device, it is up to the staff member in conjunction with the DSL
/Headteacher / other member of the senior leadership team to decide on a suitable response. If there are images,
data or files on the device that staff reasonably suspect are likely to put a person at risk, they will first consider the
appropriate safeguarding response.

When deciding if there is a good reason to erase data or files from a device, staff members will consider if the
material may constitute evidence relating to a suspected offence. In these instances, they will not delete the
material, and the device will be handed to the police as soon as reasonably practicable. If the material is not
suspected to be evidence in relation to an offence, staff members may delete it if:

* They reasonably suspect that its continued existence is likely to cause harm to any person, and/or
¢ The pupil and/or the parent refuses to delete the material themselves

If a staff member suspects a device may contain an indecent image of a child (also known as a nude or semi-nude
image), they will:

¢ Not view the image

 Confiscate the device and report the incident to the DSL (or equivalent) immediately, who will decide what to do
next. The DSL will make the decision in line with the DfE’s latest guidance on screening, searching and confiscation
and the UK Council for Internet Safety (UKCIS) guidance on sharing nudes and semi-nudes: advice for education
settings working with children and young people

Any searching of pupils will be carried out in line with:
¢ The DfE’s latest guidance on searching, screening and confiscation

¢ UKCIS guidance on sharing nudes and semi-nudes: advice for education settings working with children and young
people

Any complaints about searching for or deleting inappropriate images or files on pupils’ electronic devices will be
dealt with through the school complaints procedure.

7. Acceptable use of the internet in school
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All staff, and volunteers are expected adhere to the acceptable use of the school’s ICT systems and the internet
(appendices 1, 2 and 3) for learning at school and at home. Visitors will be expected to read and adhere to the
school’s terms on acceptable use if relevant.

Use of the school’s internet must be for educational purposes only, or for the purpose of fulfilling the duties of an
individual’s role.

We will monitor the websites visited by pupils, staff, volunteers, governors and visitors (where relevant) to ensure
they comply with the above.

More information is set out in the acceptable use expectations in appendices 1, 2 and 3.

8. Using mobile devices and photo/video devices in school

The development of digital imaging technologies has created significant benefits to learning, allowing staff and pupils
instant use of images that they have recorded themselves or downloaded from the internet. However, staff and
pupils need to be aware of the risks associated with sharing images and with posting digital images on the internet.
Those images may remain available on the internet forever and may cause harm or embarrassment to individuals in
the short or longer term. There are many reported incidents of employers carrying out internet searches for
information about potential and existing employees. The school will inform and educate users about these risks and
will implement policies to reduce the likelihood of the potential for harm:

¢ When using digital images, staff should inform and educate pupils about the risks associated with the taking, use,
sharing, publication and distribution of images. In particular, they should recognise the risks attached to publishing
their own images on the internet e.g. on social networking sites.

« Staff are allowed to take digital / video images to support educational aims, but must follow school
policies concerning the sharing, distribution and publication of those images. Those images should
only be taken on school equipment, the personal equipment of staff should not be used for such
purposes.

¢ Care should be taken when taking digital / video images that pupils are appropriately dressed and are not
participating in activities that might bring the individuals or the school into disrepute.

¢ Pupils must not take, use, share, publish or distribute images of others without their permission.

¢ Photographs published on the website, or elsewhere that include pupils will be selected carefully and will comply
with good practice guidance on the use of such images.

¢ Pupils’ full names will not be used anywhere on a website or blog, particularly in association with
photographs.

¢ Written permission from parents or carers will be obtained before photographs of pupils are published on the
school website, social media and printed publications.

¢ Pupil’s work can only be published with the permission of the pupil and parents or carers.

Pupils are not permitted to bring mobile phones into school unless a valid need has been approved by SLT. Parents
of Year 5 and 6 children, who wish their child to bring a mobile phone to school, will be asked to complete a Mobile
Phone Permission Form. Children who have been granted permission will need to present their switched off phone
to the class teacher on arrival at school where it will be stored in a box in the teacher’s drawer or resource cupboard
for the duration of school and returned at the end of the day. Any breach of the mobile phone permission contract
by a pupil may trigger disciplinary action in line with the school behaviour policy and will result in the immediate
confiscation of their device and permission being withdrawn.
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9. Staff using work devices outside school

Staff members using a work device outside school must not install any unauthorised software on the device and
must not use the device in any way which would violate the school’s terms of acceptable use, as set out in appendix
3.

Staff must ensure that their work device is secure and password-protected, and that they do not share their
password with others. They must take all reasonable steps to ensure the security of their work device when using it
outside school.

If staff have any concerns over the security of their device, they must seek advice from the online safety lead or ICT
technician.

Work devices must only be used for work activities.

10. How the school will respond to issues of misuse

Our IT support company regularly updates the DSL if children/ staff have made searches for concerning items or
attempted to access inappropriate sites.

Where a pupil misuses the school’s ICT systems or internet, we will follow the procedures set out in the behaviour
policy. The action taken will depend on the individual circumstances, nature and seriousness of the specific incident,
and will be proportionate.

Where a staff member misuses the school’s ICT systems or the internet, or misuses a personal device where the
action constitutes misconduct, the matter will be dealt with in accordance with the staff disciplinary procedures. The
action taken will depend on the individual circumstances, nature and seriousness of the specific incident.

The school will consider whether incidents which involve illegal activity or content, or otherwise serious incidents,
should be reported to the police.

If any apparent or actual misuse appears to involve illegal activity ie.

¢ child sexual abuse images

¢ adult material which potentially breaches the Obscene Publications Act
e criminally racist material

e Other criminal conduct, activity or materials.

The SWGTL flow chart below can be used to advise on actions.
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A9 Responding to incidents of misuse — flow chart
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safeguarding procedures must be followed where

appropriate.

L J

llegal materials
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Report to Police using any number and report
under local safeguarding arrangements.

DD NOT DELAY, if you have any concemns, report
them immediately.

Secure and preserve
evidence.

Remember do not
investigate yourself.
Do mot view or take
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LT material is

confirmed, then

If illegal activity or
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confirmed, allow
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relevant professional
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- P

In the case of a member of staff or volunteer, it is
likely that a suspension will take place at the point
of referral o police, whilst police and internal

procedures are being undertaken.

If members of staff suspect that misuse might have taken place, but that the misuse is not illegal (as above) it is
essential that correct procedures are used to investigate, preserve evidence and protect those carrying out the

investigation.

It is more likely that the school will need to deal with incidents that involve inappropriate rather than illegal misuse.
It is important that any incidents are dealt with as soon as possible in a proportionate manner, and that members of
the school community are aware that incidents have been dealt with.
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11. Training

All new staff members will receive training, as part of their induction, on online safeguarding issues including cyber-
bullying and the risks of online radicalisation.

All staff members will receive refresher training at least once each academic year as part of safeguarding training, as
well as relevant updates as required (for example through emails, e-bulletins and staff meetings).

By way of this training, all staff will be made aware that:

¢ Technology is a significant component in many safeguarding and wellbeing issues, and that children are at risk of
online abuse

¢ Children can abuse their peers online through:

%+ Abusive, harassing, and misogynistic messages

+* Non-consensual sharing of indecent nude and semi-nude images and/or videos, especially

< around chat groups

%+ Sharing of abusive images and pornography, to those who don’t want to receive such content
%+ Physical abuse, sexual violence and initiation/hazing type violence can all contain an online

< element

Training will also help staff:
¢ Develop better awareness to assist in spotting the signs and symptoms of online abuse
¢ Develop the ability to ensure pupils can recognise dangers and risks in online activity and can weigh up the risks

¢ Develop the ability to influence pupils to make the healthiest long-term choices and keep them safe from harm in
the short term

The DSL and deputies will undertake child protection and safeguarding training, which will include online safety, at
least every 2 years. They will also update their knowledge and skills on the subject of online safety at regular
intervals, and at least annually.

Governors will receive training on safe internet use and online safeguarding issues as part of their
safeguarding training.
Volunteers will receive appropriate training and updates, if applicable.

More information about safeguarding training is set out in our child protection and safeguarding policy.

12. Monitoring arrangements
The DSL logs behaviour and safeguarding issues related to online safety using CPOMS.

This policy will be reviewed every year by the online safety lead. At every review, the policy will be shared with the
governing board.

13. Links with other policies
This online safety policy is linked to our:
¢ LSP Safeguarding policy
¢ Behaviour policy
¢ Anti-bullying policy
14



o LSP Staff disciplinary procedures
¢ LSP Data protection policy related to GDPR and privacy notices

¢ LSP Complaints procedure
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Golden Valley Primaruy Schoo Appendix 1

Chorino Eino ey [ o Flrrreshroe and e S iovrinnT Evrolhe nro
sharing Kindness, Challenging OQurselves and Others, Achileving Excellence

Pupil AUP - Our Computing Expectations in Year 1 and Year 2

Our rules help us to keep safe and enjoy using computers.

| can use the computer or iPad when the teachers say | can, and when I am
supervised by a member of staff.

I will only use programs, websites and Apps that the teacher has told me to use. 4
| will keep my passwords safe and not share them with others, except for my
teachers.

I will ask the teacher if | want to do something different on the computer or iPad.

I will not use any devices to take photos, unless | have been specifically told to do so.

I will ask for help if I think | have done something wrong, or don't know what to do.

I 'will use all ICT equipment carefully. | understand that if | am not careful, | T
will not be able to use the equipment. \\ A"'

| will not fiddle’ with computer leads or headphones.

| will respect others when | am online at home and at school. This means | will be kind and ensure that
everything | say is polite. | recognise that adults may need to see the messages | have sent.

If I am attending a live meeting on Zoom/Teams etc, | will remember that all usual school rules still apply.

I will tell a member of staff when at school, or my parent(s) when at home if anything g ,
comes up on the screen that | do not understand, or that upsets me. Follow these e
expectations: {ICT} | — Instantly Close, C — Communicate to an adult, T— Time to move on. 4 | 'ﬂ

| understand that | am not allowed to wear/bring in a smartwatch to school.

Signed [child): . IEITIEL i isiissssans s sessen s s e s ssssas o s srmsas e s ssna s

L0 =T Tod =) OO 11 | = (T
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DD[ Appendix 2
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Pupil AUP - Our Computing Expectations in K52

Owr rules help us to keep everyone safe

I rmust ask permission before using computer technology and must only use
the programs or Apps that my teacher has allowed.

It | want to search up something on the internet, | must seek permission, and
enzure that | am supervised by a member of staff.

| understand that photos of people are only to be taken as part of a schoaol task, and with permission from
the teacher and the person in the photo. | must not upload photos onto any social media site.

. | will always ask for help if | think | have done something wrong, or don’t know what to do.

| will use all ICT eguipment carefully and will not do anything that might cause any
damage. | understand that if | am not careful, | will not be able to use the equipment.

I will only use my own login and password, and will not share these with anyone other than my teachers.
| will also not give out any perscnal details when using the internet (gg full name, date of birth, address).

| will not change any settings on computers without direct permission.

It | am attending a live meeting, | will remember that all usual school rules still apply. : a
‘k‘T"’? -

If | see anything on the internet that is upsetting or ingppropriate, | will tell a member

of staff straight away. Follow these expectations: (ICT) | — Instantly Close, C— Communicate to an adult,

T—Time to move on.

If | become aware of someone else using the computers and IT devices inappropriately, | will inform a
member of staff immediately.

| will respect others when | am online at home and at school. | understand that the school takes cyber-
bullying very seriously, and will not do anything to harm or upset athers. | recognise that adults may need
to see the messages | have sent.

| understand that when | am in Years 5 and &, | will only allowed to bring a2 mobile phone to schoaol if my
parents/carers and | sign and agree to the schoaol’s maobile phone agreement. | understand that | am not

gllowed to wear/bring in a smartwatch to school.

{ understand that not respecting the above stotements can have serious consegquences.

Signed (child): R - Name; .. .

| Clgssteacher oo OSSO 1.+ | =SOSR
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Acceptable Use Policy and Agreement

Staff, Volunteers, Governors, Service Providers, Visitors and Contractors

This Acceptable Use Policy and Agreement (AUP) covers the use of all digital technologies while in school: i.e. email,
internet, network resources, learning platform, software, communication tools, social networking tools, school
website, apps and other relevant digital systems provided by the school or Local Authority.

The AUP also covers school equipment when used outside of school, use of online systems provided by the school
when accessed from outside school, and posts on social media made from outside school premises/hours which
reference the school or which might bring your professional status into disrepute.

Golden Valley Primary School regularly reviews and updates all AUP documents to ensure that they are consistent
with the school’s Online Safety Guidelines. The Online Safety Leads for our school are Lloyd Morgan (Computing
Subject Leader) and Richard Riordan (Headteacher / DSL).

These rules will help to keep everyone safe and to be fair to others. Please note that school systems and users are
protected and monitored by security and filtering services to provide safe access to digital technologies. Your
behaviour online when in school and on all school devices whether in school or otherwise may therefore be
subject to monitoring.

e | will only use the school’s digital technology resources and systems for professional purposes or for uses
deemed ‘reasonable’ by the Head and Governing Body.

e | will not reveal my password(s) to anyone.

e | will follow ‘good practice’ advice in the creation and use of my password and change my passwords when
requested. If my password is compromised, | will ensure | change it. | will not use anyone else’s password if
they reveal it to me and will advise them to change it.

e | will not allow unauthorised individuals to access email / internet / network / social networks / mobile apps /
or any other system | have access to via the school.

e | will ensure all documents, data, etc. are printed, saved, accessed and deleted / shredded / securely disposed
of in confidential waste in accordance with the school’s network and data security protocols.

e | will not engage in any online activity that may compromise my professional responsibilities or reputation.

e | will only use the approved email system(s) for any school business.
This is currently: Office 365.

e | will only use the approved method/s of communicating with pupils or parents/carers: ParentMail /Office 365
or ClassDojo/Tapestry and only communicate with them in a professional manner and on appropriate school
business.

e | will not support or promote extremist organisations, messages or individuals.

e | will not give a voice or opportunity to extremist visitors with extremist views. | will not browse, download or
send material that is considered offensive or of an extremist nature by the school.

e | will report any accidental access to, or receipt of inappropriate materials, or filtering breach or equipment
failure to the appropriate school named contact: Richard Riordan, Headteacher

e | will not download any software or resources from the internet that can compromise the network or might
allow me to bypass the filtering and security system or are not adequately licensed.

e | will check copyright and not publish or distribute any work including images, music and videos, that is
protected by copyright without seeking the author’s permission.
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| will not connect any device to the network that does not have up-to-date anti-virus software, and | will allow
automatic updates to any loaned equipment.

| will only use the school issued and encrypted USB flash drives, and this should be only when the VPN is
inaccessible

| will not use personal digital cameras or camera phones or other personal digital devices for taking, editing
and transferring images or videos of pupils or staff and will not store any such images or videos at home or on
any personal devices.

| will follow the school’s policy on use of mobile phones / devices at school: | confirm that my mobile
phone/portable device will not be accessed under any circumstance during my work with children; | will only
access my device in a designated area (office or staffroom where no children are present).

I will only use school approved equipment for any storage, editing or transfer of digital images / videos and
ensure | only save photographs and videos of children and staff on the school server

| will only take or publish images of staff and students with their permission and in accordance with the
school’s policy on the use of digital / video images. Images published on the school website, online learning
environment etc. will not identify students by name, or other personal information.

| will use the school’s Learning Platforms or online cloud storage service in accordance with school protocols.

I will ensure that any private social networking sites / blogs, etc. that | create or actively contribute to are not
confused with my professional role.

| will ensure, where used, | know how to use any social networking sites / tools securely, so as not to
compromise my professional role.

| agree and accept that any computer or laptop loaned to me by the school, is provided solely to support my
professional responsibilities and that | will notify the school of any “significant personal use” as defined by HM
Revenue & Customs.

| will ensure any confidential data that | wish to transport from one location to another is protected by
encryption and that | follow school data security protocols when using any such data at any location.

| understand that data protection policy requires that any information seen by me with regard to staff or pupil
information, held within the school’s information management system, will be kept private and confidential,
EXCEPT when it is deemed necessary that | am required by law to disclose such information to an appropriate
authority.

| am aware that under the provisions of the GDPR (General Data Protection Regulation), my school and | have
extended responsibilities regarding the creation, use, storage and deletion of data, and | will not store any
pupil data that is not in line with the school’s data policy.

| understand it is my duty to support a whole-school safeguarding approach and will report any behaviour of
other staff or pupils, which | believe may be inappropriate or concerning in any way, to the relevant Senior
Member of Staff / Designated Safeguarding Lead Richard Riordan, Headteacher or, in his absence, Jack
Hamilton or Hannah Watkins, Deputy DSLs.

| understand that all internet and network traffic / usage can be logged and this information can be made
available to the Head / Designated Safeguarding Lead on their request.

| understand that internet encrypted content (via the https protocol), may be scanned for security and/or
safeguarding purposes.

| understand that | have a responsibility to uphold the standing of the teaching profession and of the school,
and that my digital behaviour can influence this.

Staff that have a teaching role only: | will embed the school’s online safety / digital literacy / counter
extremism curriculum into my teaching.
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‘Sharing Kindness, Challenging Ourselves and Others, Achieving Excellence’ -

Acceptable Use Policy (AUP): Agreement Form

AUP User

O agree to abide by all the points detailed in this agreement.

[ 1 understand that | have a responsibility for my own and others’ online safety and | undertake to be a
‘safe and responsible digital technologies user’.

0 1 understand that it is my responsibility to ensure that | remain up-to-date and read and understand
the school’s most recent online safety / safeguarding policies.

[ 1 understand that failure to comply with this agreement could lead to disciplinary action.

SIBNATUNE et DAte ..oeeeieeiieiieieeeee

UL NPT o o YR (printed)

JOD BT / ROIE ettt ettt e s tb e e s sttt e e s s sabeeessabaaeessaraeeesssaseeessssbaeessanes

Authorised Signature (Head Teacher / Deputy)

| approve this user to be set-up on the school systems relevant to their role, and/or to use their own technology
as appropriate for the service they are providing.

SIBNATUIE e Date

FUITNGME ittt saraee e (printed)




